igaware

= The easiest way to

" protect your
computer systems
from Internet
threats

lgaware is the easiest way to protect your
computer systems from Internet threats; it
involves the installation of a single lgaware
box that delivers a range of Internet security
services that will keep your systems secure:

Anti-Hacker | Anti-Virus | Anti-Spam | Anti-Fraud | Anti-Spyware | Web
Filtering | Internet Usage Reporting | Automatic Updates | Zero Hour
Protection

What's more, the Igaware box is easy to use, secure and so low maintenance .... you'd
never know it was there! Used by over 800 UK organisations, Igaware has a proven
track record of first class service and support.

So if you are thinking inside the box and looking for a solution that won't over-stretch
staff, budget, or your patience, then the Igaware box was designed for you.

"Since we had the Igaware Box installed we've had no problems. It does exactly what it
says on the tin, and the service is excellent.”

Mike Rennie - Microvention UK




A Choice of Solutions
lgaware boxes deliver total protection against Internet threats.

Anti-Hacker
An enterprise class firewall prevents unauthorised access in and out of your network..
VPN functionality is available to allow remote workers to securely connect to your

network.

Anti-Virus

Every email in and out of your company is scanned for viruses.

Anti-Spam

Unwanted or unsolicited email is prevented from clogging up your inbox.

Anti-Fraud (Anti-Phishing)
Emails pretending to be something they're not are identified and highlighted as a
potential threat.

Anti-Spyware
Keeping what's private, private. I|gaware prevents spyware programs being downloaded
from the web, and filters them from incoming email.

Web Filtering

Gives you the critical controls needed to prevent and monitor harmful and
inappropriate web surfing by your staff, protecting against lost productivity, system
downtime and legal liability.

Internet Usage Reporting
Allows you to monitor use of the Internet and email by staff.

Automatic Updates
New theats emerge every few minutes so it is vital your security systems are updated

the moment a new threat emerges. Igaware delivers continuous and automatic updates

Zero Hour Protection

As security systems become more sophisticated, many viruses have come to rely on the
window of opportunity that occurs before anti-virus systems are updated. Igaware's
defence systems are engineered to detect previously unknown threats using
sophisticated tests on all incoming suspect payloads.

lgaware boxes are available in different configurations to protect your
business whether you have 1 employee or 1000.



Delivering business advantage

lgaware's unique 'appliance technology' delivers six major advantages that will save you
time, money and stress;

Low maintenance. IT systems require constant updating, patching and upgrading to
remain secure and operational. But, with Igaware these happen automatically. There are
no manual updates or upgrades to worry about, and no equipment to reboot. You can
focus on productive tasks.

Secure at all times. |gaware boxes are continuously security hardened against emerging
threats. Protection systems including anti-hacking, anti-virus, anti-spyware, anti-
phishing, anti-spam and web filtering are continuously updated so you have complete

peace of mind.

Compatible with both Windows and Apple Mac computers (even together). You won't need
to upgrade your desktop computers for them to work with Igaware, and existing servers
can operate as before.

Support is at hand, often before you know it. The health of your Igaware box is
automatically monitored. If a backup has failed or a hard disk is nearing full, we can

give you a 'heads up' to the issue. This proactive approach keeps you operational 24x7.

Easy to use. Igaware boxes are highly configurable via a web interface that has been
designed with ease of use in mind. Day-to-day tasks such as adding new users are quick
and easy. These tasks can be managed on your behalf.

Affordable whether you have 3, 30 or 3000 staff. Every Igaware box can be managed
remotely on your behalf so you don't have to worry about updates. Or maintenance. Or
patches. Or upgrades. You just pay a monthly fee to match the level of service you
require, and your budget.

These major advantages mean you save time, money and stress.

Like most companies we like to focus on our core business and hate
wasting time on non productive tasks. Previously we were running
separate mail server, firewall and anti-virus/spam software which
required frequent time consuming patches and often fell over. The
Igaware solution provides all the previous facilities in one box
saving so much time both in terms of updates and reliability. The
service we've received is excellent. | thoroughly recommend it".

Joe Hyde - Document Genetics Ltd



Igaware Network Appliance Technical Overview

General
® High performance multi-functional network appliance
Automatic updates & system monitoring
Easy to use
Highly configurable
Compatible with Windows & Apple O/S
Choice of services
Scalable
Available in a range of hardware configurations including small form factor, tower and
rackmount servers - RAID as standard

Server Functions

Collaboration
® Email Server (POP3/IMAP/SMTP)
Web Groupware (web mail, shared calendars, contacts, tasks)
Open-Xchange (supports shared calendars, contacts and tasks in MS Outlook)
Web server
Intranet Server
Fax server
File server
FTP server
Web Cache/Internet Accelerator

Security
® Intrusion Detection & Prevention
Stateful Inspection Firewall
DMZ
VPN (IPSEC, PPTP, SSL)
Email Archiving
Web Content Control
URL Filtering
Email Security (Anti-Virus, Anti-Spam, Anti-Phishing, Content Filter)
Web Security (URL Blocking, Content Filtering)
Network Vulnerability Scanner

Disaster Recovery/Business Continuity
® Data Backup (to local or remote media/device)
® Automatic Offsite Configuration Backup

Network Management
® Reporting (web, email, VPN)

® Web administration interface

® Network device monitoring

® Network detection (NTOP)

® DHCP server

® VLAN

® |DAP

® DNS

® Time server

® Windows & active directory integration (including PDC)

® Network Tools (NMAP, PING, WHOIS, Trace Route)
Support

® Fully managed solution
® Proactive system monitoring
® Automatic updates
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